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* Project
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» Resulting Security Profile




RHELS5 Workstation

Comprehensive Office Suite — Open Office 3.1.1

Web Browsing — Firefox

Mail Clients — calendar and contact management
Messaging — IRC, VOIP, messaging applications
Graphics — Image management, sophisticated editing
Wireless, Networking, Cameras, printers — many devices
Smart card login, Encrypted disks, VPN, Builtin Firewall
Laptop and power management - ACPI

Multi-lingual — At least 60 supported




RHELS5 Workstation

» Some options include:

- Virtualization

- Server apps

- Developer tools

- Multiprocessor and unlimited memory
- Interoperablility — Samba, NFS




RHELS5 Workstation
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RHELS5 Workstation
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RHELS5 Workstation
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OVAL 5.8

* Independent Schema

- filehashb58_test

* new hashes: SHA224, SHA256, SHA384,
SHA512

- environmentalvariable58 test
* Allows pid in test




OVAL 5.8

* LiInux Schema

— Iflisteners_test

— partition_test

- rpmverify_test

- selinuxboolean_test

- selinuxsecuritycontext_test




OVAL 5.8

 Unix Schema

- fileextendedattributes test
- gconf _test

— processsS8_test

» execshield, loginuid, posix capability, selinux
context, login session id.

- routingtable test
- sysctl_test




Project

» Status

- Is a Tier 3 DoD baseline submission
— XCCDF will be available

- Kickstart will be available

- Should be on NVD web site

- On-track to become USGCB candidate
submission




Configuration Choices

* Principles

- Reduce attack points
- Prefer like programs with best record

- Prefer programs not being deprecated In
RHEL 6

- Workaround possible weaknesses by
configuration options




Configuration Choices

Intrusion Goals

Access files and resources

Alter account to monitor

Gain entry to other systems

Normal
User

Retrieve stolen information

Install programs

Add/modify accounts

Start/stop/modify services Erase evidence of break-in

Watch other users Kill or weaken audit system

Steve Grubb, Red Hat




Configuration Choices

Network Intrusion Attack Tree

Gain Entry

Login Use Previously Exploit
installed back door
Sniff Probe Service Kernel i
h : Account User clicks
Vulnerabilities Vulnerability
Public Guess IP Email Brute Determine Network Send links
DNS address might be Guess Guess Force Listening Accessible send Malware | | t5 malicious
login Services File website

Guess IP Get public { IRC J [Email] [ IRC ] Email
address domain
names

Steve Grubb, Red Hat




Configuration Choices

Privilege Escalation Attack Tree

Escalate
Privileges

Steal root Setuid App Root Daemon .
exploit Exploit Kernel Exploit

. Setuid apps Setuid A
Alias su, sudo, PP PP Must he Must he
must be must be .
or ssh-add . accessible vulnerable
available vulnerable

Must be mR;ﬁ’ch Intercept app Install mimic Must run Must be Must be
logged in app startup app asroot accessible vulnerable

\

Modify .bashrc Modify
( H Wodiy } [Mustbe }

homedir mimic app logged in

Steve Grubb, Red Hat




Configuration Choices

Use previously Scan network ports and interfaces
installed backdoor

Attempt Network Reduce network related kernel
kernel vulnerability modules

Root daemon Reduce services
exploit




Security Profile

Roughly 260 CCE's to check the configuration
SE Linux is on and enforcing
The firewall only allows IKE and sshd inbound traffic

Server-like packages removed: xinetd, telnet, rsh,
vsftpd, dhcp, httpd.

Sshd only uses the following ciphers: aes128-
ctr,aes192-ctr,aes256-ctr (to workaround the
plaintext recovery attack on ssh protocol V2)

Umask of 077 set for users, 027 for daemons




Security Profile

Boot sequence Is not interuptable

Lot of updates to network sysctls

No ip forwarding, redirects, source routed
packets,

Using su requires group wheel membership
Passwords are stored as sha512 hashes
Cron directory permissions are 0700 root




Security Profile

- Some default packages were switched

- Openswan replaces ipsec-tools for VPN
- Postfix replaces sendmail for MTA
- Rsyslog replaces sysklogd




Security Profile

» Requires a couple manual checks:

— Calls out for rpm verify test to check that
binaries are as expected.

- Mount table checks (partitioning and options)

- Generally anything mentioned as new feature
In OVAL 5.8 requires a manual check




Changes

Services

Firewall openings 5 3

Partitions 2 7




/dev/vgroupl/root
/dev/vgroupl/home
/dev/vgroupl/var
/dev/vgroupl/varlog
/dev/vgroupl/audit
/dev/vgroupl/temp
LABEL=/boot

tmpfs

devpts

sysfs

proc
LABEL=SWAP-vda2
/tmp

[etc/fstab

/

/home
/var
/var/log
/var/log/audit
/tmp
/boot
/dev/shm
/dev/pts
/Sys
/proc
swap
/var/tmp

ext3
ext3
ext3
ext3
ext3
ext3
ext3
tmpfs
devpts
sysfs
proc
swap
ext3

defaults

defaults, nodev

defaults

defaults,nodev, noexec,nosuid
defaults,nodev, noexec,nosuid
defaults,nodev, noexec,nosuid
defaults,nodev, noexec,nosuid
defaults,nodev, noexec,nosuid
gid=5,mode=620

defaults

defaults

defaults

bind,nodev, noexec,nosuid
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Setuid apps (before)




Setuid Apps (after)
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Network modules (before)
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Network modules (after)
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Filesystem modules (before)
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Filesystem modules (after)
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Using the kickstart

Be sure to change the root password

Be sure to change the password for the
bootloader

You need to update the rsyslog.conf for your
log aggregator

You also need to change the section saying
where your source image Is located

May need to change the warning banner for
you local policy




Questions

sgrubb @redhat.com
WWW.openscap.org




OpenSCAP Status

* We now can do any SCAP 1.0 content

 |ts a feature in F-14

- Content be prepped
- Content tailoring GUI
— XSLT transforms: Docs, lockdown script

* Will be updated in RHEL 6 update 1
» Possibly added into RHEL 5 update 7




Related Projects

» SecState — Takes XCCDFtranfers to puppet
for system management

» First Aid Kit — scans system to analyze what is
wrong with it

* New Use Case: Release Engineering
compose checks




Future work

Meet SCAP 1.1

Add Java bindings

Migrate to other platforms
Take through certification
Eventually meet SCAP 1.2




Content Tallorin

X @ Main ONSE)
o » R
Profiles  Tailoring Scan Reports Edit Settings
[xccor] ova
Info:

File: scap-fedorald-xccdfxml

Title: Guide to the Secure Configuration of Fedora Linux

Version: 063

Resolved: yes

Status current: draft

Language: en

Description: This guide has been created to assist IT professionals, in effectively securing systems with Fedora Linux.

Warnings: None

MNotices: MNone

References: 1) WIVM-1 [link]

2) PDI GENOOO100 [link]
File references: scap-fedorald-owval.xml

l = Import H 4 Export H <~ Validate




Content Talloring
X Main ONSE)
Main Tailoring  Scan  Reports Edit Settings
Profile title |

(Default document)

Profile: Fedora 14 desktop settings
Copy

Delete

Save

=8

Detalls:
10 Fl4-Desktop
Title: Fedora 14 desktop settings
Abstract: False
Extend:
Version:

Description: This profile selects security controls that conform to default Fedora 14 configuration.




Content Tailoring

@ B e

i ﬂ [ Main
&
Main Profiles Scan Reports Edit Settings
'@ || Rule/Group Title Selected | | Details | Refines |
P 2 Group: Introduction < Info
= @ Group: System-wide Configuration ID. group-2.1
v lE Group: Installing and Maintaining Software Title: Installing and Maintaining Software
- I ¥ Group: File Permissions and Masks Type: Group
> 2 Group: Account and Access Control Weight: 1.0
- P (@ Group: SELinux O > References
=~ 2 Group: Metwork Configuration and Firewalls [> Fixes
v % Group: Kernel Parameters which Affect Networking ~ Description
i< 2 Group: Network Parameters for Hosts Only
P W Fule: Disable net.ipv4.confdefault send_reairect [ r;?:é“;fﬁ:i::g&?;; iﬁgtianiir;iianlfgggf;,i[?nngc;y:f;;riw'
B Rule: Disable net.ipvd.confall.send_redirects for - installation process and the setup of software updates.
u H B Rule: Disable net ipvd.ip forward for Hosts Only [
g o= Group: Network Parameters for Hosts and Routers
E F 2 Group: Wireless Networking
= P [© Group: IPvG
] I 2 Group: TCP Wrapper
PP [© Group: Iptables and IpGtables
- P 2 Group: Secure Sockets Layer Support
- 2 Group: Uncommon Network Protocols
- 2 Group: Logging and Auditing
- I ¥ Group: Configure Syslog
- b 2 Group: System Accounting with auditd Values
P 2 Group: Services Value Name Values
Choose minimum size of ftmp 23
Choose minimum size of fvar 5G
Select frequency of yum update daily

Select frequency with which to run AIDE check daily




Content Tailorin

K@ Main @ o
2 3 ‘

Main Profiles  Tailoring Reports

Edit Settings

= ||Role ID | Result | Title

rule-2.1.2.1.1.a Ensure Fedora GPG Key is Installed
rule-2.1.2.3.3a Ensure gpgcheck is Globally Activated
rule-2.1.2.3.4.a
rule-2.1.2.36.a
rule-2.2.31.a
rule-2.2.3.1.b
rule-2.2.31.c
rule-2.2.31.d
rule-2.2.31.e

Ensure Package Signature Checking is Mot Disabled For Any Repos
Ensure Repodata Signature Checking is Mot Disabled For Any Repos
Verify user who owns 'shadow’ file

Verify group who owns 'shadow’ file

Verify user who owns 'group’ file
Verify group who owns 'group’ file
Verify user who owns 'gshadow’ file

rule-2.2.31f Verify group who owns 'gshadow’ file
rule-2.2.3.1.g Verify user who owns ‘passwd’ file
v | rule-2.2.3.1.h Verify group who owns 'passwd’ file
g rule-2.2.3.1.i Verify permissions on 'shadow’ file
:‘:- rule-2.2.31 Verify permissions on ‘'group’ file
E rule-2.2.31k Verify permissions on ‘gshadow’ file
& || rule-2.2.31. Verify permissions on ‘passwd’ file

— Scanning rule rule-2.2.3.2.a ... (17/75) J
i[ @ Scan ] [ e Stop J [ EExpart results J [ @ Help ]




